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SUMMARY

Given the relative anonymity of non-vocal communication and vulnerabilities inherent in internet
protocol (IP), Next Generation 911 (NG911) may increase abuse of emergency infrastructure. In
addition to the concern that abusive use of NG911 would increase administrative costs for Public
Safety Answering Points (PSAPs), the FCC should weigh how these vulnerabilities threaten public
safety. These factors militate against rapid implementation of a complex NG911 framework.

BACKGROUND AND ISSUE

The FCC has not considered the potential psychological and behavioral ramifications of non-vocal
emergency communication. Would consumers be more likely to knowingly report erroneous
emergencies through NG911 given a perception of anonymity? If so, would those reports increase
administrative costs or threaten public safety?

Although the FCC raised concern over network and cyber security in this proposal’s first notice of

inquiry, it did not make any mention of that concern in this notice of proposed rulemaking. Would
IP-based NG911 increase the likelihood that a cyber-attack will block access to emergency services?
If so, would those attacks increase administrative costs or threaten public safety?

ANALYSIS

Bebavioral Risk

Consumers are probably more likely to abuse NG911 given a perception of anonymity using
electronic communication, and such abuse poses external costs. The popularity of anonymous use of
the internet is well-cataloged.” Although social norms on the internet are in flux, psychologists say
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people deem vocal communication more revealing than text-based communication.

The perception
of anonymity on the internet is a catalyst to people to acting in extremely abusive ways."

It is no matter that the perception of anonymity may be unfounded from a technological standpoint
since the internet service providers are usually capable of tracking IP addresses or since cellular
carriers can track cell phone use, including SMS text messages. The perception alone could drive a
behavioral change.

The report hopes that NG911 will decrease abusive 911 phone calls through tracking, but it fails to
consider any improvement is that regard may be more than offset by NG911 abuse. Text messages



and phone apps send messages quickly and easily, but their association with casual fun could
disinhibit consumers from treating NG911 seriously. Consumers, especially youths, may be inclined
to experiment with NG911 in abusive ways, causing responders to chase false alarms, wasting
money, and perhaps detracting from response to real crises.

Cyber Attack Risk

The internet remains vulnerable to both traditional and innovative cyber-attacks, and IP-based
NG911 would suffer those same weaknesses. Denial of Service (DoS) attacks are an old fashioned
but effective way to bring down internet service.” As technology improves, so does malicious
software. The new “Conficker worm” virus is regarded as a unique new danger to government
infrastructure.”

The above techniques have temporarily disabled multi-million dollar companies and frustrated
foreign relations between super powers. Given the severity of the potential disabling of emergency
service contact, especially in a disaster, these exploitations must be guarded against despite the small
chance such a disabling would occur.

CONCLUSION

The risk of abuse of NG911, given the perception of increased anonymity and IP vulnerabilities,
would hurt public safety if the system were swamped with erroneous reports or disabled by cyber-
attack. Increased technological security and administration is expensive. Implementation of NG911
should be slow and incremental to monitor these externalities.
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